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Voting is practised in almost every Senior High School in Ghana to elect school leaders in 
various schools. In Ghana, several issues are facing senior high schools during voting 
processes. Some of these issues include: The voting process being costly, taking long hours to 
finish the voting process, Issues of election fraud (election manipulation or vote rigging), and 
generally the voting process being tedious, not secured, and trusted. It is required for every 
voting process to be transparent and able to withstand a variety of fraudulent behaviours. This 
project presents the design of a highly secured, cost-effective voting system designed with 
Flask python web framework running on a raspberry pi 3B+ (sever). This system includes a 
fingerprint authentication as a form of security to prevent fraudulent behaviours. The results 
from the voting are displayed on an admin page, together with some other voting statistics. 
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1.1 Introduction and Background  
Under the Constitution of the Republic of Ghana (Amendment) Act, 1996 Act 527, article 42; 
Every citizen of Ghana of eighteen years of age or above and of sound mind has the right to 
vote and is entitled to be registered as a voter for public elections and referenda [1]. According 
to [2], the Government of Ghana was created as a parliamentary democracy, followed by 
alternating military and civilian governments. In January 1993, the military government gave 
way to the Fourth Republic after presidential and parliamentary elections in late 1992. Since 
then, Ghana has been enjoying a peaceful and fair democracy. During these times, elections 
were conducted using the traditional system of voting (ballot paper voting). In 2012 the 
Electoral Commission of Ghana proposed and adopted a new biometric system of voting.  
In Ghana, fingerprint verification was used to verify voters by the Electoral Commission before 
they cast their votes during the 2012 elections. In the face of advancing ICT trends and 
emerging challenges in manual voter registration, the Electoral Commission of Ghana took the 
bold decision to replace the current voters’ register with a finger biometric register for 
subsequent elections [3]. Also, some major issues they were averting included [4], preventing 
multiple voting, preventing voter impersonation, and preventing ballot stuffing. 
In every senior high school (SHS) in Ghana, new student leadership is selected at the beginning 
of a new academic year to forward the interests of students to the schools’ administration. 
When a government is elected, they must plan and organize all activities in the school. Since 
Ghana is a democratic country, most schools choose student leaders through a voting process. 
Every student in the school is encouraged to be patriotic and participate in the school’s general 
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elections to elect a new student leadership because every voice matter and needs to be heard 
during this process. 
1.2 Problem identification 
An election system must be sufficiently robust to withstand a variety of fraudulent behaviours 
and must be sufficiently transparent and comprehensible that voters and candidates can accept 
the result of the election [5]. The researcher conducted ethnographic research by visiting three 
different senior high schools in Kumasi, Ashanti Region of Ghana, on January 7, 2020. The 
following are some problems stated by students and staffs of various schools after the research 
was conducted: 
 
1. The voting process is costly: the cost of voting manually mostly includes money 
for buying and printing ballot papers and funds to provide incentives to staff to 
help the election process to be a success. 
2. Taking longer hours to finish the voting process hence sometimes classes needs 
to be cancelled throughout the day. 
3. Most students do not trust the voting process because of issues of human errors 
(counting mistakes, etc.). 
4. Issues of election fraud (election manipulation or vote rigging). 
5. The process is generally tedious, not secured, and trusted. 
According to the Head of Science Education and ICT Unit under the Secondary Education 
Division of the Ghana Education Service [6], there is a need to develop, implement and 
popularize science and technology through various activities in Ghana. All schools in Ghana 
are greatly encouraged to teach and practicalize Information Technology (IT) education to their 
students because of its wide range of advantages. In this light, it is only beneficial an efficient 
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system is proposed and implemented in various senior high schools to make voting safe, fair, 
and transparent.  
1.3 Objectives 
The aims of carrying out this project are: 
1. Designing a hardware implementation to help students in senior high schools vote with 
ease.  
2. Exploring the possibilities of a highly secured voting system to make elections safe, 
fair, and transparent. 
1.4 Motivation and Justification 
It is about time students in Ghanaian based colleges took the responsibility of identifying 
problems around them and solving them. This would give students and graduands the 
experience to compete in the world of work since they would already have skills of creating 
and implementing successful projects; in the long term, this will create a positive impact in 
Ghanaian tertiary institutions.  
Also, due to the evolution of technology in the world, it is only feasible to excite teenagers 
(mainly senior high school students) with such projects to spur their interest in information 
technology. The use of ICT in the learning environment can bring about a rapid change in the 
student ‘s performances [7]. Most students will be intrigued and challenged to take their studies 
seriously so they can excel and build such projects on their own [7]. In the long run, this project 






1.5 Expected Outcome 
This project’s implementation is to: design a webpage connected to a fingerprint 
sensor(scanner), which would be connected to a microcontroller (Raspberry pi 3 B+) to help 
students vote in their schools. This implementation will allow students to be able to login with 
their credentials (Student name, Student password, and fingerprint ID) before voting. A system 
like this must be highly secured. Therefore, considerations such as a multi-factored 
authentication (password and fingerprint) and other forms of security procedures will be 
factored into the development. Also, to make sure the election is safe and fair, every student 
can only vote once since they all have unique fingerprints, which would be checked in a 
database. The process must be as efficient and fast as possible.    
 
 
Figure 1: System Architecture 
This systems’ architecture follows the client-server archetype; that is, a client (in this case 
execution from the raspberry pi’s browser) will make a request to the server; hence the server 
will reply to the client. The server in the raspberry pi is responsible for managing the system 




2.0 Literature Review 
2.1 Available Solutions 
Some senior high schools in Ghana have already started the implementation of electronic 
voting in their schools. Such schools include Christ the King International High School, 
Mawuko Girls SHS, and Nyankumasi Ahenkro S. H. S. and others. These schools use a 
somewhat similar system: a combination of basic HTML (HyperText Markup Language) 
standard markup language for creating web pages and PHP (Hypertext Pre-processor), a 
programming language for web developers. Students select various aspiring candidates on the 
webpage, which calculates the results of the election after the election process ends. Various 
reasons for the implementation of these systems include:  
1. [8] Taking out the cumbersome process of sorting out and counting ballots after 
voting.  
2. [9] Making students aware of the various application in the Information 
Communication Technology space and preparing them for electronic voting 
systems, which would soon dominate primary elections across nations. 




Figure 2: A student of Christ the King International High School using an electronic voting system 
The biometric authentication factor added to the proposed method in this paper will make it 
more secure than the above-discussed systems because it uses multi-factor authentication and 
a fingerprint scanner, which will improve the security and authentication of the system. This 
form of security (biometric) is used across significant elections in various nations. 
2.2 Reviewed Articles 
1. [11] Electronic voting has been successfully implemented in countries like Australia, 
Belgium, Estonia, France, and many others. Since the introduction of this voting 
system, the various countries have benefited, and the system has helped solve most 
problems associated with manual voting. The benefits Australia enjoys by 
implementing electronic voting are; provision of a secret ballot for blind and low-vision 
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voters, more natural delivery of remote voting services, and secure ballot-handling. 
From this inspiration, a well-thought-through implementation of an electronic voting 
system can solve the problem identified in senior high schools in Ghana. 
2. A Journal by Himanshu Vinod Purandare, Akash Ramswaroop Saini and others on a 
proposed system: Online Voting System that Utilizes a Facial Recognition Resource  
[12] This voting system uses a facial recognition resource to secure the system by 
allowing only authentic voters to have access to it. Also, it uses a One Time Password 
(OTP) to provide extra security to the system. A database was implemented using 
XAMPP server; hence voters' details can be retrieved whenever needed. This 
application can run on all android phones, but most android phones do not use the facial 
recognition software; hence such users cannot use this application.   
 
3. A Journal by Jagdish B. Chakole and P. R. Pardhi on a proposed system: Internet Voting 
System Designed for Corporate Elections  
[13] To keep the system very secured (providing security to casted votes). This is done 
by preventing active (tampering casted vote) and passive intruders (access cast votes 
and make changes) from having access to it. To achieve this, the concept of 
cryptography and digital signatures were used. Hence votes will be encrypted during 
voting and decrypted for votes calculations. 
 
4. A Journal by Vinayak Bharadi and Dhvani Shah on a proposed system: IoT Based 
Biometrics Implementation on Raspberry Pi  
[14] This implementation introduces a secured technology based on information 
security, shedding more light on how biometrics can leverage cloud's vast 
computational resources and striking properties of flexibility, scalability, and cost 
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reduction to reduce the cost of the biometrics system requirements of different 
computational resources (i.e., processing power or data storage) and to enhance the 
performance of biometrics systems' processes (i.e., biometric matching). This is done 



















3.0 Requirements and Methodology 
3.1 Thesis Design Objective 
i. To design a hardware implementation that will help students in senior high schools vote 
with ease.   
ii. To explore the possibilities of a highly secured voting system that will make elections 
safe, fair, and transparent.  
iii. To leverage the cloud's vast computational resources (storage, flexibility, cost 
efficiency), which would reduce the cost of biometric system requirements. 
3.2 Design Decisions 
[15] To make the best decision and choose between the alternatives available that will 
contribute to the development of the voting system, a Pugh matrix and insights from the 
literature were considered. A Pugh matrix is a decision-making model designed to choose and 
compare available alternatives using its criteria's: 
Table 1: Key for Pugh Matrix 
Key Meaning  
S Same or Neutral 
+ Better than 








Table 2: Pugh Matrix for Microcontrollers 
  Baseline Weight Node MCU Atmega8a FRDM-kl25z 
Criteria  Raspberry pi 
3B+ 
    
Cost  0 2 +1 +1 +1 
Power Consumption  0 4 +1 +1 +1 
Processing Power  0 4 -1 -1 -1 
Memory segments  0 3 -1 -1 -1 
       
       
Total Plus (p)   14 6 6 6 
Total Minus (m)   0 7 7 7 
Total Neutral   0 0 0 0 
Total (p + m)   14 -1 -1 -1 
From the table above (Table 2), the Raspberry pi 3B+ is the best overall alternative in terms of 
cost, relatively higher processing power, power consumption, and memory segments. 
3.3 System Requirements 
3.3.1 Functional Requirements 
The functional requirements of the system state precisely what the system will do; this includes: 
i. System signup must work successfully. 
ii. The system login must work successfully. 
iii. The system should be able to send user data into the database 
iv. The system must detect the fingerprints of users. 
v. The system should be able to calculate the total vote. 
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3.3.2 Minimum Requirement Specification 
The minimum requirements specification needed for the system to function correctly and 
efficiently includes: 
i. Raspberry pi 3B+ 
ii. Memory card for raspberry pi 3 B+ 2GB 
iii. Web browser 
iv. 5" 800x480 TFT HDMI display or LCD Screen 
v. Fingerprint scanner 
3.3.3 Non-functional Requirements 
3.3.3.1 Software Quality Attributes  
To describe various criteria that judge the final requirements 
i. Performance: The system should be user-friendly so, it accomplishes its various tasks 
effectively; signing up, logging in, voting for a candidate, displaying results after 
voting, and logging out. 
ii. Speed: Publishing data (results) from the database to the system should be fast. 
iii. Accuracy: The system will compute its calculations correctly and act accordingly. 
iv. Timing: The system should be responsive 24 hours a day during and after the voting 
process. Except it is undergoing maintenance and upgrades. 
v. Security: The system should be protected from unauthorized users. Also, the system 






3.3.3.2 Safety Requirements 
The following will be considered to provide the best level of safety in the system: 
i. The system includes a biometric authentication to provide security to its users before 
permitting login and vote. 
ii. The system should hash voter's information when the vote is cast to prevent votes being 
traced. 
iii. The system should provide a means to log out of the system. 
3.3.4 Use Case Scenario 
The following explains the interactions between an admin, users, and the voting system. 
 





The flow chart of the system is illustrated using the diagram below
 





3.4 Architectural Design 
The architectural designs of the system explain the main implementation and relationships of 
both software and hardware in the system. The figure below shows the architectural design of 
the system: 
 




Figure 6: Schematic diagram for raspberry pi connection 
3.4.1 Software and Hardware implementation 
 
Figure 6 explains how the various components in the system will be connected. The fingerprint 
sensor R307 will be connected to the microcontroller (raspberry pi 3B+) via serial to USB 
converter (as shown in the schematic diagram in figure 4). With the raspberry pi acting as a 
server, users will interact (vote and view voting results) with the system via the webpage 
interface displaying on a 5" 800x480 TFT HDMI display screen or LCD Screen. The webpage 
is connected to MySQL database, which stores all user details and voting statistics. The entire 




Figure 7: Block diagram of software implementation 
 
3.4.1.1 Software unit implementation 
This section is categorized into three subsections: building the python server using Flask, web 
development with HTML5, CSS, Bootstrap, jQuery, and MySQL database and web 
deployment with Heroku. 
a) To create a simple server-side application that is easily compatible with fingerprint 
sensor reader R307 library, does not consume a lot of memory, can easily accommodate 
changes, has better testability, and better performance, Flask was chosen. Flask is a 
micro web framework server gateway interface written in python. To efficiently and 
securely build the server-side application, various Flask extensions including Flask-
login to create a user session management for Flask, Flask-WTForms to provide an 
interactive user interface for the login and signup pages, Flask-SQLAlchemy to offer a 
secure interaction and integration with MySQL database using SQLAlchemy, Flask-
Werkzeug security to provide security interface for user data, were used to form the 
skeleton of the web application. These different extensions and frameworks form 
wrappers around the Flask framework to facilitate the request and response process. 
Visual studio code-OSS was the preferred IDE used since there is no official release of 
visual studio code for ARM devices like the Raspberry pi. 
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b) [16] To design a responsive, interactive and user-friendly views, client-side 
frameworks, sheet languages and other open-source frameworks such as HTML5: the 
standard mark-up language for document rendering in browsers, Bootstrap: a stylesheet 
language framework used to control the appearance of HTML documents and jQuery: 
a JavaScript library used to handle events, and Ajax (gives access to asynchronous web 
applications.) was used. 
c) The app will be hosted and deployed on Heroku, a platform as a service (PaaS) 
application that is compatible with python web framework and MySQL database. It has 
been in existence for a long time; hence it has a large community that's ready to offer 
help if needed.  
The description of components in the system, how they relate to each other is further explained 
in the table below. Pictures of the hardware components can be found in appendix A. 
Table 3: Hardware and Software components description 
Device Application 
Raspberry pi 3B+ [17] A powerful microcontroller (small 
single-board computer) that has a 1.4GHz 
64-bit quad-core processor and 1 GB RAM. 
It also has a LAN wireless and Bluetooth 
connectivity to create ideal solutions. In this 
situation, it is used to host a full website.   
5" 800x480 TFT HDMI [18] This is a mini LCD/HDMI display with 
a high picture resolution, fast response time, 
and full-colour display. It will serve as a 
display for the raspberry pi.    
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Fingerprint sensor R307  The fingerprint sensor would be used as a 
means of authentication for users before they 
can vote. It has an optical green backlight and 
is USB2.0/UART compatible. 
Python Flask  [19] Flask is a micro web framework server 
gateway interface written in python that 
makes it easier to scale up to complex 
applications. To efficiently and securely 
build the server-side application on the 
raspberry pi, various Flask extensions be 
used. 
MySQL database A relational database system that would be 
used to store user data and voting statistics. 
PL2303 USB TTL Cable FTDI A serial to USB converter that connects the 
fingerprint sensor to the raspberry pi 
Bootstrap An open-source framework that makes it 
easier to design web interfaces 











4.1 Experimental Setup 
In developing the voting system, the various parts of the system were modularized into different 
units, mainly the software and hardware unit. The software unit encompasses building the 
server, web development, and deployment. The hardware unit comprises the interconnection 
of all the physical hardware components used in the system. The two units precede a system 
testing phase.  
4.1.1 Hardware unit development 
The various components that were used in the development of this system to achieve different 
functionalities, include raspberry pi 3B+ microcontroller which will serve as the server for the 
web application, 5" 800x480 TFT HDMI display which will serve as the display for the 
microcontrollers' operating system (main user interface), Fingerprint Sensor Reader R307 to 
read the fingerprint of users, 16GB flash memory card that serves as a storage device for the 
microcontroller, a keyboard and mouse to serve as primary input devices for the raspberry pi 
microcontroller and a PL2303 USB TTL Cable FTDI which will serve as a gateway connecting 
the fingerprint sensor to the raspberry pi microcontroller.  The following steps explain how all 
the devices were systematically connected (Hardware unit implementation): 
1. Insert a 16GB flash memory with a Raspbian operating system installed into the 
Raspberry pi 3B+ memory slot. 
 




2. Connect one side of the PL2303 USB TTL Cable FTDI (Serial to USB converter) to 
the USB port of the Raspberry pi 3B+ and the other side to the Fingerprint Sensor 
Reader R307. 
 
Figure 9: Connecting the fingerprint module to the raspberry pi via PL2303 USB TTL Cable 
FTDI 
 
3.   Connect the 5" 800x480 TFT HDMI display to the HDMI port of the Raspberry pi 
3B+. 
 
Figure 10: Connecting a raspberry pi to a 5" 800x480 TFT HDMI display 
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4. Connect a keyboard and mouse to the raspberry pi 3B+ via USB ports. 
 
Figure 11: Connecting keyboard and mouse to the raspberry pi. 
5. Switch on the power supply of the Raspberry pi 3B+ to turn it on. 
4.1.2 Software unit development 
The complete web application has six main interfaces: The Signup page: provides users with 
fingerprint authentication and signup option together with a username and a password. Login 
page: gives access to users to log in to the system and have access to remaining views. Create 
Poll page: provides an administrator with an option to create a voting poll(questions). 
Available Polls: users view available questions or voting polls so they can select and vote 
accordingly. The voting page gives users an option to vote for a candidate once. Results page: 
display the results of the ongoing voting to administrators and users after they vote. 
Before building these pages in FLASK: 
1. Download Visual studio code-OSS preferred IDE for this project on the raspberry pi 
3B+.  
a. The first thing to do is to install a privacy guard key to decrypt and encrypt Code 





Figure 12: Adding a public GPG (privacy guard) key to verify packages of code OSS that 
would be installed 
 
b. Install Code OSS with the following syntax in the terminal 
 
Figure 13: Code for installing Code OSS IDE 
 
2. Various files and folders in Appendix C were created 
3. From the terminal, python three was installed; also, flask and all its frameworks and 
extensions mentioned were installed. After installation flask was initialized. Appendix 
B shows the FLASK server running (executing main.py as a python three file). 
4. The main.py file contains all backend scripts used in the project, in this file, flask, all 
its extensions and framework (including Flask-SQL Alchemy for database purposes) 
were imported and initialized. Appendix D shows a visual representation of this. 
5. Code for all the various pages (signup, login, create a poll, available polls, voting page, 
and result page) were written in main.py. Also, all HTML and CSS files for the frontend 
frameworks were written. This can be shown in Appendix E. 







5.1 Web Application 
The web application is hosted on the Raspberry pi 3B+. Several voting tests were done on the 
system to ensure the accuracy and reliability of the application. In testing the signup and login 
part of the system: the focus was placed on the accuracy of the fingerprint sensor R307. The 
more accurate the fingerprint sensor works, the more reliable the data fetched from the database 
is. The following diagrams show the accuracy score from the fingerprint sensor and the user 
data stored in the database after signing up in the system. 
 
 
Figure 14: Accuracy score and hash of a fingerprint during the first login test. 
 
Figure 15: Accuracy score and hash of a fingerprint during the second login test 
 
Figure 16: Accuracy score and hash of a fingerprint during the third login test 
 
Figure 17: Accuracy score when a user is not found in the database during login 
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From the test conducted, the average accuracy score after three tests is 75%. Although the 
fingerprint sensor R307 might be constrained, it can be reliable in terms of reading fingerprints 
of users.  
Before a user can cast a vote on the system, the user needs to select one of the available polls 
created by an administrator. 
 
Figure 18: An image showing currently available voting polls of the system. 
After selecting a poll, a user can vote for a candidate once. This voting is done by selecting one 




Figure 19: Diagram shows available candidates in the Senior School Prefect poll. 
After voting for a candidate, a user can view the results page of the available polls.  
 
Figure 20: View of the School Prefect poll results page after voting. 
On average, it takes approximately about two minutes to signup, login, cast a vote, and view the results. 
When the registration (signup) process is already completed, it takes approximately a minute to cast a 
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vote and view the results. This is possible due to how easy it is to navigate through the pages of the 
voting system. 
5.2 Database 
The database is implemented in a way to avoid multiple voting and to make voting anonymous. 
The following images show two tables created in the database. The question table (which shows 
descriptions of all polls) and the candidate table (which shows the available candidates in the 
system and their number of votes cast). 
 
 




















In this project, a secured, biometric authentication voting system has been presented. This 
system is safe, fair, and transparent; hence every user is obligated to vote once. The cost of the 
system is a onetime cost (recurrent cost), that is the cost to acquire all the components used to 
implement the system. This makes this system relatively cheaper as compared to the cost 
involved in the traditional voting system. All the equipment used in the project setup was 
carefully chosen and designed. The expected outcome of this project fulfils the objectives 
stated: 
1. A hardware implementation to help students in senior high schools vote with ease.  
2. Explores the possibilities of a highly secured voting system to make elections safe, fair, 
and transparent. 
The result of the analysis proves that users can easily navigate and vote with the system within 
a shorter period. 
6.2 Limitations 
The current limitation of this project is that it is not hosted on an online platform yet. The focus 






6.3 Future works 
The current system is required to be hosted on an online platform to allow it to be active and 
live on the internet. This can improve the overall security of the website and make the 
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A: Hardware Devices used in the development of the Biometric System 
 
Appendix A: Hardware devices 




5" 800x480 TFT HDMI 
 









B: Flask server running as localhost to the raspberry pi.  
 











C: Folder tree of the system 
 




D: Flask extensions being imported in the project 
 
















E: Code implementation of the voting system 
 
Figure 26: Code implementation of the login system 
 




Figure 28: Code implementation of the signup system 
 




Figure 30 Code Implementation of creating a new poll (Backend script) 
 








Figure 32: HTML implementation of adding a new candidate to the poll created (Frontend 
script) 
 






Figure 34: JavaScript implementation of adding a new candidate to the poll created 
(Frontend script) 
 
Figure 35: JavaScript implementation of adding a new candidate to the poll created 





Figure 36: Update route gets information posted from add page and adds it to the database 
 
 




Figure 38: Figure 19 Code implementation of the voting page (Backend Script) continues 
 
 






Figure 40: Creating Flask Forms as class 
 
 
 
 
 
